Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING - SEMESTER - V-EXAMINATION - WINTER 2015

Subject Code: 3350704 Date: 10/12/2015
Subject Name: Computer And Network Security
Time: 10:30 AM TO 1:00 PM Total Marks: 70

Instructions:

1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of programmable & Communication aids are strictly prohibited.
5. Use of only simple calculator is permitted in Mathematics.
6. English version is authentic.
Q1 Answer any seven out of ten. €2HIll SlEURL Ulclatl scllol WL
1.  Define Symmetric Encryption.
A, cUuAL AU Symmetric Encryption
2.  Define Trapdoor.
Q. cAwAL AU Trapdoor.
3. Define Spoofing.
3. clul A Spoofing.
4.  Define Firewall.
¥. vl AL Firewall.
5.  Define Decryption.
U, clull AU Decryption.
6.  Listany Two Components of Good Password.
S. AR Password il Components o{l ALEL ool
7. Listany Two Advantages of Intrusion Detection System.
9.  Intrusion Detection R2H oll SlEFURL A sl2AEL ofl 2LEL vloil .
8.  Listany two Security Threats.
¢.  Security Threats oll Sl&FURL A $LRAEL ALEL Hollll
9.  Define Spam.
¢.  cAuAL AL Spam
10.  Define Steganography.
0. clluul H(UL: Steganography.

Q.2 (@  Explain Dumpster Diving.

Ysl.? (W) Dumpster Diving -t

OR
(@) Explain Piggybacking.
(A) Piggybacking dHestal.
(b)  Explain Caesar Cipher.
(W)  Caesar Cipher dHsiall.
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OR
Write Short note on Stegnography.

Stegnography U Ay ol AWl
Explain Asymmetric Encryption.
Asymmetric Encryption st

OR
Write short note on Security Basics.

Security Basics UR Ay olltd AW,
Explain Denial of Service attacks.
Denial of Service attacks AH1cll.

OR
Explain Hierarchical Trust model.

Hierarchical Trust model ¥Hscll.

Explain Vermin Cipher with Example.
GELERWQL AL Vermin Cipher AHestal.

OR
Explain Centralized Infrastructure.

Centralized Infrastructure AMosicll.
Explain Steps to obtain Digital certificate.
Digital certificate Rciclall HiS UL AHestcll

OR
Write Short note on Internet.

Internet UR Ay olltd LWL,
Explain IP Security Architecture.

IP Security Architecture ¥HosLcll.
OR
Write note on DMZ.

DMZ UR Ay olltl AWl
Explain Digital Signature.
Digital Signature UMt

OR
Explain E-Mail Security.

E-Mail Security 1Hestall.

Explain Network Based Intrusion Detection System.

Network Based Intrusion Detection System 4Hestcll.

OR
Explain Web Security Threats.
Web Security Threats 1astcll
Explain Transport Layer Security.
Transport Layer Security AHes el

OR

Explain Tunneling.

Tunneling AHestal.
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For Given Plaintext= WINTER, Key= 21113

4121

) ) ] o 316|7
Find Cipher Text using Hill Cipher.
WA Plaintext= WINTER, Key=

2113

4121

316|7

H(2 Hill Cipher ol BU202L | Cipher Text 0.

Explain Rail Fence Technique with Example
BELERL AU A Fence 250lls MLl
Explain Secure Electronic Transaction.
Secure Electronic Transaction AHastcll,
Explain Logical Components of IDS.

IDS <l Logical Components +2stcll.

If Key=COLGATE, Write Playfair Cipher Key Matrix.

Key=COLGATE, cl Playfair 2ef$2 $l ARRsx ctvll
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