Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING — SEMESTER — Ve EXAMINATION - SUMMER 2016

Subject Code: 3351602 Date:07/05/2016
Subject Name: Essential of Network Security
Time: 02:30 PM to 05:00 PM Total Marks: 70

Instructions:

Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.
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Q1 Answer any seven out of ten. €2l SlEURL Ulcdotl wcllod . 14
What is Windows OS Hardening?

Windows OS Hardening ] &°?

List out application of Asymmetric Key Cryptography.
Asymmetric Key Cryptography oll GUallol asRucll.
What is Traffic Padding?

Traffic Padding | ©°?

Which type of attack is difficult to detect? Why?

sell UslRatl esoll ostal acdl «tell. au w2
Explain Caesar cipher with suitable example.

Caesar cipher 20192 Gelg0Lo(l Heel UM
Discuss the three dimension of Cryptographic System.
Cryptographic System ol 2@l SR 2lel AHlcll
List out the properties of Group.

Group o{l properties %RU

Lists block cipher modes of operation.

block cipher modes of operation o] Qe vl

What is Firewall?

Firewall 9] 872

What do you mean by DoS Attack?

DoS Attack 9} ©?
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Explain OSI Security Architecture. 03



Y8 2 () OSI Security Architecture M1, 03

OR
(@)  Explain Network Security Model. 03
(A)  Network Security Model dHestal. 03
(b)  Compare Symmetric key and Asymmetric key Cryptography. 03
(W)  Symmetric key and Asymmetric key Cryptography $302 $3l. 03
OR
(b)  Discus the type of attacks of encrypted message. 03
(W)  encrypted message UR oll Asoll uAl 53 03
(c) Eplain Playfair cipher using following data. PlainText="Why don’t you?” 04

KeyWord="KEYWORD”
() Playfair 1421l PlainText="Why don’t you?” KeyWord="KEY WORD” (0} 1

(c) Explain Diffie-Hellmen Key ExchangchAlgorithm with Suitable example. 04
(5) Diffie-Hellmen Key Exchange Algorithm 2092 Gelg0e{l Heell 0¥
Al
(d) Discuss Various Transposition Techniques. 04
(5)  Transposition Techniques AHtcll. (0} 1
OR
(d) Explain Briefly Steganography. 04
(5)  Steganography destcll. 0¥
Q.3 (@) Explain Euclidean Algorithm using suitable example. 03
Y. 3 (¥) Euclidean Algorithm 20921 GelsWLell Heeel AMostaAl 03
OR
(@ Find GCD of 1066 and 904. 03
() 1066 3ol 904 ol GCD 2W . 03
(b)  Explain one time pad using suitable example. 03
(W) one time pad 2092 GeleWUe{l He el UM 03
OR
(b)  List All Active Attack. Explain any one with example. 03
() oltll Aslal W2s AVll. 518 s YAl 03
(c) Define Ring. Discuss its properties also. 04
(5) Ring AHstcll Aoll WU ofl Al cS)E} 0¥
(c) Define Field. Discuss its properties also. 04

(5)  Field aHostcll Aol VAT ol 2wl 82, 0¥
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Draw modular arithmetic table of 8 for addition, multiplication, additive and
multiplicative inverse.
modular arithmetic table of 8 for addition, multiplication, additive and

multiplicative inverse Sl §3\.

OR
Draw modular arithmetic table of 7 for addition, multiplication, additive and
multiplicative inverse.
modular arithmetic table of 7 for addition, multiplication, additive and

multiplicative inverse Sl $3.

Compare Block cipher with Stream Cipher.
Block cipher with Stream Cipher $1UR $3L.

OR
Discuss the limitation of Symmetric Key Encryption.

Symmetric Key Encryption o{l Hale( cwl.
How can we achieve Confidentiality using Asymmetric Key Cryptography?
Asymmetric Key Cryptography Hi Confidentiality 3<{l qla ytid 29l

OR
How can we achieve Authentication using Asymmetric Key Cryptography?

Asymmetric Key Cryptography Hi Authentication 3<{l IlQ Ui 29l
Briefly explain DES Algorithm
DES Algorithm (Al AHstcl.

Discuss CBC.

CBC uHosial,

Explain design criteria of block cipher mode.

design criteria of block cipher mode ¥Htcll.

List All Passive Attack. Explain any one with example.
Wl Ufla ARs AWl 518 As UMl

Explain patches, updates, upgrades.

patches, updates, upgrades AHstcll.
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