Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING - SEMESTER -VI + EXAMINATION - WINTER 2015

Subject Code: 361602 Date: 21/12/2015
Subject Name: Information Security
Time: 02:30 PM TO 05:00 PM Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. English version is Authentic.

Q.1 (a) Whatis firewall? Explain each type of firewall in detail 07
(b)  Explain Security Services. 07
Q.2
(@) What is virus? Explain different types of virus. 07
(b)  Write short note on Distributed Intrusion Detection. 07
OR
(b)  What is Worm? Briefly explain state of Worm Technology. 07
Q.3
(@) What is monoalphabetic cipher? Explain cryptanalysis of 07
monoalphabetic cipher with suitable example.
(b) Explain Playfair Cipher with an Example 07
OR
Q.3 (a) Explain One-Time Pad technique.List fundamental difficulties in 07
this technique.
(b) Explain Caesar Cipher with an example. 07
Q.4
(@) Explain RSA Algorithm with example. 07
(b) Explain Authentication protocol. 07
OR
Q.4 (a) Differentiate Direct Digital Signature and Arbitrated Digital 07
signature.
(b) Explain Diffle Hellman Key Exchange Algorithom. 07
Q.5
(&) Explain single round of DES Encryption. 07
(b) Discuss four general categories of schemes for the distribution of 07
public keys.
OR
Q.5 (&) Explain DSS approach. 07
(b)  Write the comparison between Link and End to End Encryption. 07
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slARAlA Aed Y? €35 YsRell slaRAA [Qdldalr AHIA.
AlsyR2l Ul umen Al

AlARYU A2A 9? WEL WEL USIR ol cllAY AHLAl.

SREloes Bogot Slesalet UR g5 olltl cull.
OR
“Worm” A2A 9? Worm Ssallcllell 2 UMl

“ Monoalphabetic cipher” 2@ 9? “ Monoalphabetic cipher” o
sleAalcllRU Gelswl vl UMt

A% AlRAS GELEWL AL Aol
OR
“One-Time Pad” 25(\s Axastall. Al 2slas ol yarls

Yoyl Awl.
“Caesar Cipher” GEL&0QL AUl A

RSA WAHINRUH Gele0l AUl UHostA.

Authentication Ul_RISIAL uH 1.
OR
Direct Digital Signature 4ol Arbitrated Digital signature clsll

dstad Anl.
“Diffle Hellman Key Exchange” AN RUH M.

“DES Encryption” oll Rl AGes UMM
Public keys ofl a8yl HI2 WR YsRell el 3213 M.l

AUl 52
OR
DSS WYL HH»1.

Link e\ End to End Encryption cl2e{l AuutHE(l $3\.
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