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Seat No.: ________                                                        Enrolment No.___________ 

GUJARAT TECHNOLOGICAL UNIVERSITY 
DIPLOMA ENGINEERING - SEMESTER–VI • EXAMINATION – WINTER • 2016 

Subject Code: 361602 Date: 21-10-2016        

Subject Name: Information Security 

Time: 10:30 am - 01:00 pm Total Marks: 70 
Instructions: 

1. Attempt all questions.  

2. Make suitable assumptions wherever necessary. 

3. Figures to the right indicate full marks.  

4. English version is considered to be Authentic. 

 

Q.1 (a) List and briefly define categories of security mechanisms. 07 

પ્રશ્ન. ૧ અ Security mechanism ના પ્રકાર જણાવો અને ટુકમાાં સમજાવો. 07 

 (b) What is intruder? Explain various types of intrusion detection. 

 
૦૭ 

 બ Intruder એટલે શુાં? Intrusion detection ના પ્રકાર જણાવો અને સમજાવો. ૦૭ 

    
Q.2 (a) Explain any four types of Viruses. 07 

પ્રશ્ન. ૨ અ Virus ના કોઇપણ ચાર પ્રકાર સમજાવો.  07 

 (b) Write a short note on Firewalls. ૦૭ 
 બ Firewalls પર ટુકનોંધ લખો. ૦૭ 

  OR  

 (b) Write a short note on Trusted systems. 07 

 બ Trusted systems પર ટુકનોંધ લખો.  

    
Q.3 (a) Explain RSA Algorithm. 07 

પ્રશ્ન. ૩ અ RSA અલગોરરધમ સમજાવો. 07 

 (b) What is Digital signature? Explain Digital signature standard. ૦૭ 
 બ Digital signature શુાં છે? Digital signature standard સમજાવો.  ૦૭ 

  OR  

Q.3 (a) Explain Diffie-Hellman Key Exchange. 07 

પ્રશ્ન. ૩ અ Diffie-Hellman Key Exchange સમજાવો. 07 

 (b) Differentiate between Direct digital signature and Arbitrated digital signature ૦૭ 
 બ Direct digital signature અને Arbitrated digital signature વચ્ચે તફાવત 

સમજાવો.  
૦૭ 

    
Q.4 (a) Discuss differential and liner cryptanalysis of DES. 07 

પ્રશ્ન. ૪ અ DES ના differential અને  liner cryptanalysis સમજાવો. 07 

 (b) Differentiate between Link and End-to-End Encryption. ૦૭ 
 બ Link અને  End-to-End Encryption નો તફાવત સમજાવો  ૦૭ 

  OR  

Q.4 (a) Explain single round of DES Algorithm. 07 

પ્રશ્ન. ૪ અ DES અલગોરરધમનો single round સમજાવો. 07 
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 (b) Discuss Key Distribution in symmetric encryption. ૦૭ 
 બ Symmetric encryption માાં Key Distribution સમજાવો. ૦૭ 

    

Q.5 (a) Generate a Cipher text from below Plaintext using Caesar Cipher with       Key 

:- 3  “Meetmeafterthetogaparty” 

07 

પ્રશ્ન. ૫ અ નીચેની Plaintext નો ઉપયોગ કરી Caesar Cipher ની મદદ થી Cipher બનાવો. 
Key :- 3  “Meetmeafterthetogaparty” 

07 

 (b) Briefly explain modes of operation of DES. ૦૭ 
 બ ટુકમાાં સમજાવો modes of operation of DES. ૦૭ 

  OR  

Q.5 (a) Write a short note on Playfair Cipher. 07 

પ્રશ્ન. ૫ અ ટુકનોંધ લખો Playfair Cipher. 07 

 (b) What is Steganography? Explain any three Steganography techniques. ૦૭ 
 બ Steganography શુાં છે? કોઈપણ ત્રણ Steganography techniques સમજાવો. ૦૭ 

 

 

************ 


