Seat No.:

Subject Code: 3361601

Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering - SEMESTER-VI « EXAMINATION — WINTER - 2016

Subject Name: Web and Network Security

Time: 10:30 am - 01:00 pm
Instructions:
1.

SEGIENNEN

Q.1

Q.2

YA, R

Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.
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Answer any seven out of ten.

eaill SlBuel Ulctoll ellol L.

List Out Applications of Digital Signature.

RBayzct RoAuR olt GUAN ol A€l 21M.

Give Full Form of 1. PGP, 2. S/MIME.

Y2l ol Wl 1.PGP 2.S/MIME.

Write Down Guidelines For Selection of a Good Password.
AR WS ofl uieofl w2 ol sugscueal cull.
What is Spyware? Explain

AAAR g Brunadl,

Write down the Port Number of HTTP & HTTPS.

HTTP 3al HTTPS oll W2 otei? clull.

List out Names of Domains Involved in 3 - D Secure Protocol.
3-D sz WASA UL oll SIS ofl €l 2.
Give Full Form of SSL,IDS

SSL, IDS il YU ellid Al

List Applications Of Cryptographic Hash Function.
Bloudls 32t 59t oll GUAN ofl 1€l .

List Different Malicious Software.

QRu Acllsflau Ws2da o el s

List Various Hashing Algorithms.
RRY ustz ol 32lor wedBFun o el 20l

Give Difference Between Symmetric Key And Asymmetric Key
Cryptography.
ARds 4 uA wAAEs 4l Breloudl A dgied .

OR
List Attacks in Public Key Cryptanalysis. Explain Any One in Detail

uGas A Brecul@R ol A2su ofl 218l il sleug As uuma.
Write Down The Steps of RSA Algorithm.

173

Date: 21 -10-2016

Total Marks: 70

14

03

03

03
03
03



Q3
s, 3

Q4
YA ¥

()
(b)

(o)
(c)
(8)

()
(8)
(d)
(8)

CY
(8)

(a)
(M)

(a)
Y
(b)
(ol)

(b)
(o)
©
(8)

(©)
(8)
CY
(5)

(d)
(5)

(@)
()

(a)
()
(b)
(W)

RSA AUANB UM oll VW Avll.

OR
Discuss Advantages of Asymmetric Key Cryptography over Symmetric Key

Cryptography.

RANls A w2 AURRNAs A Braloudl «i srae2l wxAdl,
Explain Requirements of Public Key Cryptography.

weds 9 Boudl ol ¥3daudl wendl,

OR
Write a short note on Security of RSA Algorithm.

RSA AURUM ol A5 QA §setlar ctll,
Differentiate MD5 And SHA.
MD5 3ol SHA 2ol cigleld AU,

OR
Give Difference Between Hashing Algorithm And Encryption Algorithm.

3olloL WUANB UM U Noflralot WAINRUM A2Ael cigteld UL

List out Various Web Security Threat and Explain Any One.
RAY ysR o A AyREl Y2 ol wdl W e SBuQ As

Mol

OR
Define Intruder. List Types of intruders and Explain Any one.

BagS? ol carval wudlLAQY Bogsl ofl 2l AU v A5 YU

Explain Davies Mayer Scheme.
3cflu-NaR M unAdl

; OR
Draw Diagram of MAC(Message Authentication Code) Working.

N A2t 8ls of 51 edadl 2ugld €L,
Differentiate Digital And Conventional Signature.

Roed A sedotloted RILAUR A ol dglatc 2.
OR
Explain DSS (Digital Signature Standard) Approach.

Rwed Aot 2iss AN Auendl,
Define Digital Signature And Explain It’s Working in Detail.
Ropect AU ofl carvau 2 Aal Aefl siuta(d auondl.

OR
Explain S /MIME Content Types in brief.

S/MIME ell Sodod 28U uMstcl.

Explain HTTPS in Brief.
HTTPS ¥,

OR
List Various Steps performed in SET.

SET ML Udll 3w ol aLel 2.
Explain MAC (Message Authentication Code) in brief.
MAC (A AARZ et 5ls) AxA Al
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OR
Explain Rabin Scheme in brief.

FIAEES RTIL TR
Define Intrusion. Explain Different Approaches For Intrusion Detection
Bogotet ofl cauall L. Bogaet SI250et M2 ol @Qlu

Ml

Give Difference Between SET and SSL.

SET el SSL a3l dgteld wuul.
Discuss Various Password Selection Strategies.
@QRu wuad RaAsAL B2y uxendl
Explain Packet Filtering Firewall.

W32 (3eedlol staalet dmendl.

How Worm is Different than Virus?

dlgy A sl 58l YeL U3 §?
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